Crooked cop who preyed
on women undone by tech

CPIB’s digital forensic team uncovered evidence of more victims in his devices after he refused to confess

KOKYUFENG

A suspect was being investi-
gated by the Corrupt Practices
Investigation Bureau (CPIB) for
allegedly using his position to
obtain sexual favours from
women.

As a police officer, Mahen-
dran Selvarajoo, however, was
proving atoughnut to crack.

After hours of interrogation,
the staff sergeant, who handles
commercial crime at Clementi
Police Division, had confessed
to only obtaining sexual favours
from a woman he had previ-
ouslyinvestigated.

But while he was being
grilled, Mr Chng Tze Wei and
his digital forensic team were
busy extracting terabytes of
data from a computer, three
phones and several storage de-
vices seized from Mahendran.

What they uncovered further
implicated the 32-year-old,
such as his conversations with
another woman he had investi-
gated who also provided him
with sexual favours.

The CPIB officers went on to
discover that the cop had tar-
geted athird victim.

Mr Chng, assistant director
of the CPIB’s digital forensic
branch, told The New Paper in
an exclusive interview last
week: “There was no reason for
him to communicate or follow
up with these victims, and that
triggered the investigating offi-
cer’sinstincts.”

Mahendran wasjailed for two
yearslast month.

Mr Fong Wai Kit, senior
deputydirector of CPIB’sinves-
tigations operations, said Ma-
hendran, a seasoned investiga-
tor, would have had good knowl-
edge of investigation tech-
niques and procedure.

“It is never easy to secure an
admission from a policeman,”
headded.

Still, Mahendran cracked af-
ter about 24 hours, and the evi-
dence gathered by the digital
forensic team helped CPIB dis-

Mahendran Selvarajoo, 32, in this photo taken last year, was a former staff sergeant who
handled commercial crime at Clementi Police Division. TNP FILE PHOTO

cover more victims and to
quickly build a case against him.
Honing in on his messages
and multimedia files, investiga-
tors were able to confront him
with the conversations he had
with the second victim, as well
as intimate videos of the two vic-
tims which he had copied to his
devices without authorisation.

This provided a reference point
for investigators as they pored
over Mahendran’s investiga-
tion papers and found a third
woman he had targeted.

Said Mr Fong: “It was fortu-
nate that we moved in early and
prevented a third victim from
falling prey to him.”

Mr Chngnoted that criminals
are creating more evidence as
digital devices become an inte-
gralpart of people’slives.

The CPIB recognised this
whenit introduced digital foren-
sic capabilities in 2004 and has
been keeping up with evolving
technology trends and finding

better waystoanalyse the grow-
ing mountains of data.

For example, it developed
cloud forensic capabilities in
2018 as it recognised the grow-
ing use of online storage ser-
vices such as Dropbox and
iCloud, and the potential to find
evidence stored in the cloud.

The CPIB has also introduced
anew capabilityinforensic ana-
lytics, which halves the time
neededto sift through data.

Instead of examining individ -
ualdevices one at atime, investi-
gators can now examine data
across various devices from dif-
ferent subjects through a single
consolidated interface to find
connections andleads.

Other emerging trends in-
clude the use of vault applica-
tions, parallel workspaces, and
invisible appstohide evidence.

Payment modes have also
evolved, and while many graft
cases still involve cash or other
forms of gratificationlike enter -
tainment, the CPIB haslong had
its eye on cryptocurrency and
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other fintech innovations.

Mr Chng said: “We are learn-
ing in-depth to better get ready
for whatisto come.Idon’t want
tohave a situation where inves-
tigating officers don’t evenrec-
ognise potential evidence.”

That is why all CPIB investiga-
tors are digitally literate, follow
technology trends and read the
news. This has enabled the
CPIB to leverage technology to
improveits own processes.

Mr Chng, for example, won a
Public Sector Transformation
Award last week for a project he
worked on with Nanyang Poly-
technic students to use block-
chain to improve the CPIB’s
chain of evidence.

Asked about the growing use
of privacy and encryption tools,
Mr Fong acknowledged the use
of such technology by criminals
will pose challenges.

But technology is just one
piece of the puzzle, he added.

In Mahendran’s case, for ex-
ample, interviewing skills, tena-
city and good old detective
work were just as crucial.

Said Mr Fong: “Technology
hasdefinitely increased our effi-
ciency. “(But) it is the officer’s
tradecraft and experience that
actually allow us to get break-
throughsin our cases.”
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